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Cybercrime attacks can, in theory, be launched from anywhere in the world with a

connection to the internet. However, in reality cybercrime shows intensely uneven spatial

distributions. It is disproportionately associated with a small number of high-cybercrime

nations in regions such as the former Soviet Union, West Africa and parts of Asia including

Cambodia and Myanmar. We can also observe intense clusters of active cybercriminals

within individual neighbourhoods, such as in Ostroveni in the Romanian city of Râmnicu

Vâlcea (nicknamed ‘Hackerville’). Cybercrime, then, is an intensely geographical issue, but it

is one to which geographers have made only a tiny contribution to date.

Drawing on my own research this seminar will explore the multi-scale geographies of

cybercrime and explanations for this. It will consider the contributions that geography can

make to the multidisciplinary literatures of cybercrime, both in terms of identifying potential

high cybercrime nations and understanding the interactions within nations that drive or

inhibit the growth of cybercrime there. It will discuss the case study of cybercrime in

Armenia, a former Soviet nation with close ties to Russia, and global statistical analysis using

an innovative regional cyber-criminogenic model. It will conclude by briefly discussing

ongoing research looking at flash loan attacks, highly sophisticated, lucrative forms of

cybercrime targeting the cryptocurrency sector. It will consider how geography can help us

better understand these multi-million dollar cybercrimes.

https://ucd-ie.zoom.us/j/66192911567
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